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Abstract

Large Vision—Language Models (LVLMSs), despite their remarkable progress in multimodal tasks, continue to
face two fundamental reliability challenges: the generation of hallucinatory content inconsistent with visual
evidence, and vulnerability to adversarial attacks that bypass safety mechanisms. This systematic review,
conducted in accordance with the PRISMA 2020 reporting framework, covers studies published from January
2022 to June 2026 and synthesizes 31 eligible studies. It investigates the technical roots of hallucination across
multiple levels (object, attribute, relation, and narrative), visual jailbreak mechanisms, and mitigation strategies
at both training and inference stages. The findings indicate that over-reliance on linguistic priors is a common
underlying factor behind many hallucination errors and safety failures, and that purely text-based alignment is
insufficient for multimodal systems. Furthermore, a significant gap exists between current evaluation capabilities
and the real-world complexity of vulnerabilities, hindering comprehensive reliability assessment. This review
provides an integrated taxonomy of vulnerabilities and outlines a research roadmap, offering a structured
foundation for the development of more reliable vision—language models.

Keywords: Vision-Language Models, Reliability, Hallucination, Multimodal Safety, Visual
Jailbreak.
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Benchmark Coverage Heatmap for Hallucination and Safety Evaluation
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Legend: blue cell = 1 (explicitly covered); blank = 0. Multi = multi-turn / image-chain / video sequence.
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Notes: (i) Scorer can target safety (jailbreak defense) o faithfulness (hallucination).

(ii) Control is applied inside the generation loop (inference-time).
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