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Abstract

The widespread use of encryption protocols is accompanied by an increased risk of organizational-level security
devices becoming ineffective. When network traffic is encrypted, many security tasks such as intrusion detection
and network forensics that rely on processing content of flows’ payloads become ineffective. Existing practical
approaches to this problem are based on TLS interception methods, which not only violate confidentiality but
also impose security issues. This paper introduces a confidential payload attribution system called "JormYab".
JormYab is a practical approach to enable data attribution on standard encrypted traffic for organizational
networks. JormYab, which can be easily deployed in an enterprise network, is based on a simple traffic digesting
mechanism and does not violate confidentiality. Our practical and realistic evaluations show that JormYab can
store a history of standard encrypted traffic of an enterprise network for use in network forensic investigations.
The realistic scenarios we have used in our research also reveal common challenges and problems in the process
of payload attribution investigations, and based on them, we discuss effective methods to address the issues.
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ForensicAgent_DigestReceiveHandler
Input: digestMsg: Digest message from a client machine

1. & « digestMsg.digest

2. if (CalculateHMAC(8, hKey) = digestMsg.hMAC)

then

3: cID « digestMsg.connectionID

4. if (digestMsg.seq = seq[cID] + 1) then

5: StorelnBloomFilter(§.digest, cID)

6: d.[cID] « d.[cID] + digestMsg.datalLen

7. seq[cID] < seq[cID] + 1

8: if (pktBuffer[cID] # EMPTY) then

9: do

10: pkt <« Dequeue(pktBuffer[cID])

11: Forward(pkt)

12: uc[cID] < u.[cID] + PayloadLength(pkt)

13: while(u,[cID]+PayloadLength(pkt)-
dc[cID] < 1)

14: end if

15:  endif

16: end if

Packet_Receive_Handler
Input: pkt: Packet from either inside or outside of network

cID: Connection identifier of the packet
if (uc[cID] + PayloadLength(pkt) - d.[cID] < 7) then
Forward(pkt)
uc[cID] « u.[cID] + PayloadLength(pkt)
else
Enqueue(pkt, pktBuffer[cID])
end if
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DigestingPlugln_DataTransferHandler
Input: plainData: Data from either application or TLS layer
cID: Connection identifier (5-tuple)
S[cID].digest < §[cID].digest || MakeDigest(plainData)
S[cID].dataLen < §[cID].dataLen + Length(plainData)
if (5[cID].dataLen > 7 — T) then
digestMsg.digest < §[cID]
digestMsg.hMAC « CalculatetHMAC(S[cID], hKey)
Send(digestMsg, fsIP)
6[cID].digest — NULL
: &[cID].dataLen « 0
9: 8[cID].seq « &[cID].seq + 1
10: end if

1
2.
3
4:
5.
6
7
8

Notation:

|| : Append operator

& : Map of digest objects for different connections.
T : Forwarding block threshold

hKey : HMAC secret key

T : Digest pass threshold

seq : Sequence number for digest messages

fsIP : IP address of the forensic server
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