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Abstract

The growth of cloud computing has led to the development of software-defined networks. These networks enable
dynamic management and performance improvement. Security threats in this type of network are a growing
concern. Especially, the controller of these networks is an attractive target for hackers and distributed denial of
service attacks. Many researchers have proposed different methods to detect these attacks, whose false detection
rate is very high and has led to a decrease in detection accuracy. For this purpose, in this research, the focus is on
detecting distributed denial of service attacks through deep learning using prominent features of packets. After
pre-processing and preparing the data, the proposed method separates the salient and important features of the
packages through the support vector machine method and finally by using an innovative hybrid neural network
consisting of convolutional neural network, sample recurrent neural network and Long-term short-term memory
neural network separates attack packets from normal packets. A standard data set has been used to evaluate the
proposed method through standard evaluation criteria such as detection accuracy, precision, false detection rate
and harmonic mean accuracy. The findings show that the proposed method detects distributed denial of service
attacks with 95.2% detection accuracy, 92.09% precision, 5.1% false alarm rate, and 93.87% F1_measure.

Keywords: Software-Defined Networks, Distributed Denial of Service Attacks, Cloud Computing,
Deep Learning, Neural Networks.
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3 False Positive [FP]

 Support Vector Machine (SVM)

" Detection Accuracy (DA)

8 Sample Recurrent Neural Networks (S_RNNs)
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! Software Defined network[SDN]

% Application Programming Interface [API]
* Controller

* Distribute denial of service (DDOS)
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* Open Network Foundation
5 Availability
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' Convolutional Neural Networks (CNNs)
z Long Short-Term Memory (LSTM) Networks
* Open Flow
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" Machine Learning

8 Representation

? Feed Forward (FF)

1© Sample Recurrent Neural Networks (S_RNN)
' Convolutional neural network (CNN)

' Long short-term memory (LSTM)
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' Proactive

* Reactive

* Packet_in

* Flow Table

5 Original Packet
¢ Deep Learning
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5 Logistic Regression

¢ Naive Bayes

7 K-Nearest Neighbors (K-NN)
8 Decision Tree
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! Spoofing
% Sniffing

* Intrusion Detection System (IDS)
4 Random Forest(RF)
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5 Separating hyperplane

¢ One-versus-one(OVR)

7 All-together

8 Gated Recurrent Unit (GRU)
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